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TEPMHUWHDBI U ONIPEJIEJIEHUA

Aymenmuchuxayus — JIeHWCTBUS 1O TPOBEpPKE MOUIMHHOCTH CYOBEKTa JIOCTyNa B
MH(POPMALIMOHHON cUCTEME

besonacnocmv ungpopmayuu — CocrosHue 3alMIICHHOCTH HH()OPMAIMH, MTPH KOTOPOM
obecredyeHbl ee KOHPHUIEHIIMAIBHOCTh, TOCTYITHOCTb U LIEIOCTHOCTb

Tocyoapcmeennaa — ungopmayuonnas cucmema — VHPOpMammoHHas cucTeMma,
co3aBaeMasl B IIeNIIX pealu3aliy MOJHOMOYMH TOCYapCTBEHHBIX OPraHOB M OOecIeueHHs
oOMeHa wuHpoOpManMell MeXAy OTHMH OpraHaMH, a TaKkkKe B HWHBIX YCTaHOBJICHHBIX
(benepaabHBIMHU 3aKOHAMH LIETISAX

Hocmyn k ungpopmayuu — Bo3aMOXXHOCTB TIOTy4eHUSI HHOOPMAIMK U €€ UCTIOIb30BaHHS

Hocmynnocms —  CocrosiHHe  HMH(OpManMM, XapaKTepU3yeMoe  CIIOCOOHOCTBIO
TEXHUYECKHX CpPEACTB W HH(POPMAIMOHHBIX TEXHOJIOTHUH oOecreunBaTh OeCHpensiTCTBEHHBIN
JOCTYI K MHPOPMAIK CyObEKTOB, MMEIOIUX Ha 3TO IOJTHOMOUUS

3awuma ungopmayuu om HeCAHKYUOHUPOBAHHO20 Odocmyna — 3aluTa WHPOPMAIHH,
HarpaBJIeHHas Ha IpeoTBpalleHue HOJTy4YeHUs 3alUIaeMon uHpOpMaIuH
3aWHTEPECOBAHHBIMU CyObEKTaMH C HApYIICHHEM YCTAHOBIEHHBIX HOPMAaTHBHBIMH U
IIPaBOBBIMU JIOKYMEHTaMHU (aKTaMH) WM o0najaTensiMd HMHGOpMAalMU TpaB WM IPABUI
pasrpaHMYeHHs JOCTYIIA K 3aIIUIIaeMOi HHPOPMALIUU

3awuwaemasn unghopmayus — NHpopmanus, sBIsIOMAACT NPEIMETOM COOCTBEHHOCTH U
nojyieKamiasi 3alldTe B COOTBETCTBUM C TpPeOOBAaHUSMH TPABOBBIX JOKYMEHTOB WIIN
TpeOOBaHUAMH, yCTaHABINBAEMBIMU COOCTBEHHUKOM MH(OPMAIIH

Hoenmugpurxayus — IlpucBoeHne cyObekTaM W 00BEKTaM JOCTyIa HIEeHTH(UKaTOpa U
(umM)  cpaBHEHHME  TPEIbSABIAEMOr0  WJCHTU(UKATOpa C  IEepeYyHeM  IPUCBOEHHBIX
UICHTU(PHUKATOPOB

Hngpopmayuonnas cucmema — COBOKYIHOCTb coOfepikalleiicss B 0a3zax JaHHBIX
UHpOpPMaIIUU 1 00eCTIeYNBAIOIINX €€ 00pabOTKy HH(POPMAIIMOHHBIX TEXHOIOTHUI U TEXHUYECKUX
CpeACTB

Unpopmayuonnvie pecypcot — OTaenbHbIE JOKYMEHTHI W OTAEIBHBIE MAaCCHUBBI
JOKYMEHTOB, JIOKYMEHTbI M MAacCHBBI JIOKYMEHTOB, COAEpKaluecs B HH(POPMALMOHHBIX
cucremax (OmOnMoTeKkax, apxuBaX, (QOHAAX, OaHKaX JaHHBIX, WH(POPMAIMOHHBIX CHCTEMAax
JPYTHX BHJIOB)

Unpopmayuonnvie mexnonocuu — Ilpoueccel, METOABI TOWCKA, cOOpa, XpaHEHHS,
00paboTKH, NPEeAOCTaBIEHHs, PAcHpOCTpaHEHUs HHQPOPMALUU U CHOCOOBI OCYIIECTBICHUS
TaKHX MPOIECCOB U METOJIOB

Hngopmayus — Csenenus (cooOIIeHUs, JaHHBIE) HE3aBUCUMO OT (GopMBI  UX
MIPEICTABICHUS
Koumponupyemas 3oma — IIpocTpaHCTBO (TEppUTOpHs, 3[aHUE, YacTh 3/aHUs), B

KOTOPOM HCKJIIOYCHO HEKOHTPOJIUPYeMOe NpeObIBAHUE JIUIl, HE UMEIONINX TOCTOSHHOTO HITU
Pa3oBOro J0MYyCKa, U TOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

Konguoenyuanbnocms — O0s13aTeNIbHOE NI BBIIOJHEHUS JIMIIOM, MTOJTyYHBIIAM JOCTYII
K ompejelieHHOW WHpopMaIuu, TpeOOBaHME HE IepelaBaTh TaKyk) HH(POPMAIHMIO TPETHUM
JuIaM 0e3 cormacus ee o0JiagaTelis

Obpabomka nepconanvuvix OanHblx — JleicTBUsA (omepanuu) C TEPCOHATBHBIMU
JTAHHBIMU, BKITFO4ast cOOp, CUCTEMATHU3AINI0, HAKOTUICHHE, XpaHeHHE, YTOUHeHHE (0OOHOBIICHUE,
M3MEHEHHUE), HCIOJb30BaHUE, pAcHpoCTpaHeHHe (B TOM 4HCIE Nepeaady), OOe3IMYHMBaHUE,
OJOKMPOBaHUE, YHHUTOXKCHHE MTEPCOHATBHBIX TAHHBIX

Onepamop — TpaXIaHUH WIH OPHIAYCCKOE JIMIIO, OCYIIECTBISIONUE IEATEIBHOCTD 10
JKCIUTyaTanud WHGOPMAIMOHHONW CHUCTEMBI, B TOM 4HCIE 10 00paboTke wuH(MOpMAIUH,
cojieprkalieiics B ee 0a3ax JaHHBIX

Ilepconanvuvie dannvie — JIrobas nHbOpMAIUs, OTHOCSIIASACA K MPSIMO WM KOCBEHHO
OTIpEICTICHHOMY, WJIH OTpeIe/iTeMOMY (DU3HYECKOMY JIUITY



Veposa 6ezonacnocmu unghopmayuu — COBOKYITHOCTD YCIOBHNA U (DaKTOPOB, CO3/IAIOIINX
MOTEHIMAJIbHYIO WIH PEAIbHO CYILECTBYIOLIYIO0 OIACHOCTb, CBA3aHHYIO C YTEUKON MH(pOpMALUU
W/WIIM HECAHKIIMOHUPOBAHHBIMU H/MJTH HENIPEIHAMEPEHHBIMU BO3JCHCTBUAMU HA HEe

Vazeumocms — Hemocrarok (ci1abocTh) MpOrpamMMHOTO (TIPOrpaMMHO-TEXHUYECKOTO)
cpeactBa WM WHGOPMALMOHHOW CHUCTEMBI B IIEJIOM, KOTOPBIH (KOTOpas) MOXET OBITh
UCIIOJIb30BaHa JUIs peajau3aluy yrpo3 6e300acHOCTH HHPOPMaIUH

Llenocmnocmy  — YCTOWYMBOCT HWH(POPMAIMM K HECAHKIMOHUPOBAHHOMY WIIU
cllyuaifHOMy BO3JEMCTBUIO Ha Hee B Ipouecce OOpabOTKM TEXHUYECKUMH CpPEICTBaMH,
PEe3yJIbTaToOM KOTOPOTO MOXET ObITh YHHUTOKEHHE U MCKaKeHHE NH(POpMAIIH



OBO3HAYEHUA U COKPALLIEHUA

I'OCT P — T'ocynapctBeHHbll cTrannapt Poccuiickoit denepannn

THonumuxa — lonutuka uadopmaimonHoit 6ezonacHoctu Cankt-IletepOyprckoro
TOCYIapCTBEHHOTO OIO/KETHOTO YUPEXKISHHS 3paBoOXpaHeHus «[ opockas moluKINHUKA
Nelll»

Tonuxnunuxa — Cankt-IleTepOyprekoe rocy1lapcTBEHHOE OIOIKETHOE YUPEKICHUE
3npaBooxpanenus «lopoackas noaukianHuka Nell1y

@CF Poccuu — denepanbHas ciryx0a 6e3onacHoctu Poccuiickoit denepanuu

@CTIOK Poccuu — denepanbHas Cy)0a Mo TEXHUYSCKOMY M SKCTIOPTHOMY KOHTPOJTIO



1. OBIIIME MMOJIOKEHU A

Hacrosmas Iloautuka  sBiseTcs  JOKYMEHTOM, ONPEIENSIOIIMM  HalpaBICHUS
NesITeNbHOCTH B 001acTu obecrnedeHus] HHPOPMAIIMOHHOM 0€30MacHOCTH U MPEACTaBIseT co00it
CHUCTEMAaTU3MPOBAHHOE M3JIOKEHUE Leseld U 3a7a4 MH()OPMAllMOHHON 0€30IacHOCTH, KaK OJIHO
WM HECKOJIBKO TMpaBWJI, MPOLENyp, MPAKTHUYECKUX IPUEMOB U PYKOBOASIIUX MPUHIUIIOB,
KOTOPBIMHM pYyKOBOJCTBYeTCSl [loMuKIMHMKa, a TakkKe OpPraHU3allMOHHBIX, TEXHOJOTHYECKUX U
MPOLIEAYPHBIX aCMIEKTOB 0OecreueHus] HHPOPMAIIMOHHOM 0€30MacHOCTH.

[Tonoxenuss wHacrosimiedt IlomuTuku He  pacHpoOCTpaHSAIOTCS Ha  OOECIeueHHe
nH(GOPMAIIMOHHOMN 0€30MacCHOCTH CBEACHMI, COCTABISAIONINX TOCYIApPCTBEHHYIO TaiHY.

OcHoBHOM 3a1a4eit B o0actu nHPopMarMoHHOM O6e3omacHoCTH [TonuKIIMHNKA TPU3HAET
COBEpIICHCTBOBAHUE MEp U CPEICTB OoOecreueHus 3aiuThl MHpopMauu HH(POPMALMOHHBIX
pecypcoB [IONMKIMHUKY B KOHTEKCTE pa3BUTHUS 3aKOHOAATenbCcTBA Poccuiickon ®denepauuu u
HOPM  PEryaupoBaHUS  WH(OOPMAIMOHHON  JESATENbHOCTH B TEKYIIMX  YCJIOBHUSX
(byHKIMOHNPOBaHMS WH(POPMAIIMOHHOTO TOJISL.

[Tpu pa3zpabotke I[loMUTHKKM YYUTHIBAIUCH OCHOBHBIC TNPHUHIUIBI CO3AAHHUS CUCTEM
3alUThl UH(OPMAIINHY, XapaKTEPUCTHKH M BO3ZMOKHOCTH OPTraHM3allMOHHO-TEXHUYECKHX Mep U
COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IIPOTPAMMHBIX CPEJICTB 3alIUThl HHPOPMAIIUH.

B pamkax cBoeii pgestenbHOCTH llonmuknmHMKa 00s3yeTcs TpPEANPUHUMATH BCE
BO3MOKHBIE MEPBI JJIs 3alUTHl HHGOPMAIHH OT yrpo3 6e30MacHOCTH UH(OpPMAaLIUK.

TpebOoBanusi WHPOPMALMOHHON OE30MAaCHOCTH COOTBETCTBYIOT IIENSM JCSTEIbHOCTH
[TonMKNMHUKA M TNpeaHa3HAYEHbl JJIl CHUKEHUS PUCKOB, CBA3aHHBIX C peaju3alueil yrpos
6e30macHOCTH HH(POPMALIUH.

[Tonutnka moctynmHa BceM paboTHUKaM [IOMMKIMHMKKA W BCEM MOJIB30BATESIM €ro

pecypcos.



2. IIEJIN ¥ 3AJIAYM OBECITIEYEHUS HH®OPMAIIMOHHOM BE3OIACHOCTH
Cy0beKTbl HH(POPMANMOHHBII OTHOIIEHU I

CyObexkrtamu npu obecrnedeHud HH(POpMAMOHHON Oe3onmacHOCTH B IloMMKIMHMKH
ABIIAIOTCA:  PAOOTHUKM CTPYKTYPHBIX MOJPA3/IEICHUM (B TOM YHCIIE YBOJIIEHHBIE);

rpaxjaHe, paboTaromye o J0roBOpaM IpakJaHCKO-IIPABOBOTO XapaKTepa;

¢u3uueckue NI, MPEICTABUTENN KOHTPAreHTOB B paMKaX HCIOJIHEHHUS IOTOBOPHBIX
00513aTeNbLCTB;

¢du3nueckue nuia, mogaBime oopamieHue B aapec [omukmuHuKY;

IOpUIMYECKHE JIMLA, B paMKaX HCIOJHEHHUs JIOTOBOPHBIX 0053aTeNIbCTB WU  BO
UCTIOJIHEHUH TpeOOBaHMI CO CTOPOHBI 3aKkoHoAarenbcTBa Poccuiickolt dexepanuu; OpraHbl
rOCyIapCTBEHHON BIIACTH.

O0bexThl HHPOPMAITUOHHBIX OTHOLIEHUH

OO0bexTaMyu HHPOPMAITMOHHBIX OTHOIIEHUH SBIISIOTCS:

uH(pOpMaIMOHHbIE pecypchl [lonmukIuHuKY;

roCy/lapCTBEHHbIE HH(GOpPMALMOHHBIE cHucTeMbl OneparopoM KOTOPBIX — SIBISIETCS
ITonuknMHMKA;

nporeccl 00paboTkn HHpopManMu B HMHGPOPMALMOHHBIX cucTeMax IloaukinHUKY,
MH(POPMAIIMOHHBIE TEXHOJOTHWH, PErIaMeHTHl M Tpoueaypbl cOopa, oOpabOTKH, XpaHEHUS U
nepeaadn HHGOpMaIuH;

uHpOpMaIMoHHasi MHQPACTPYKTypa, BKIIOYAIONIAsi CUCTEMBI OOpaOOTKH, XpaHEHHs H
aHanu3a MH(pOpMalMM, MPOrpaMMHBIE M MPOTrPaMMHO-aNNapaTHble CPEICTBA, B TOM 4YHCIE
KaHaJbl CBS3U U TEJIEKOMMYHUKAIUH;

CHUCTEMBl M CpEACTBa 3alllUThl HMH(pOpMAalMU, OOBEKTHl W IOMELICHHSA, B KOTOPBIX
pa3MeIIeHbl cpeacTBa 00paboTKN HHPOPMAITUH.

Henu obecneyeHusi HHPOPMAITUOHHON 0€30MACHOCTH

OcHoBHOM 1enbl0  oOecriedeHus: MHGOpMaMOHHON Oe3omacHocTn  [lonuKIMHUKH
SIBJISIFOTCSL  ICHCTBUSL HAINpPaBJICHBI HA JOCTH)KEHUE 3allUThl CYOBEKTOB HH(MOPMAIIMOHHBIX
OTHOIICHHWH OT BO3MOXKHOTO HAHECEHHMS MM MaTepUabHOTO, (PU3MUYECKOro, MOPaIBHOTO WIIH
WHOTO ymiep0a, TOCPEICTBOM CIIyYallHOTO WJIM TPEJAHAMEPEHHOTO BO3JCHCTBHS Ha
MHPOPMAIIUIO, B TOM YHCIIE:

o0eCTieYeHNsT OTKa30yCTOWYMBOTO (DYHKIIMOHMPOBAHUS IMPOTPAMMHBIX M arapaTHo-
MPOTPAMMHBIX cpeicTB [IONMUKIMHUKH 1 TIPETOCTABIISEMBIX CEPBHCOB;

COOJTIONIEHMSI TIPABOBOTO PEXHMMa WCIIOJIB30BaHUS MAaCCHBOB M CPEICTB 00pabOTKH
uHpOpMaIuy;

NPEAOTBPAIICHUST pealM3allii yrpo3 0e30NacHOCTH WH(POPMAIUKM TIPU OCYIIECTBICHUH
nestenbHOCTH [TomMKIMHUKY.

3anaun obecrnedyeHuss HHPOPMAMOHHOI 0€30NMACHOCTH

Joctmwxkenne meneit obecrieueHuss WHHOPMAIMOHHON O€30MAaCHOCTH W CBOMCTB
uHpopMmaruu [LoMMKIMHUKY peliaeTcs ClIeayoUMU 3aJauaMu:

3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K MH(POPMAIIMOHHBIM pecypcam;

pasrpaHudeHHs JOCTyNna TMojib3oBaTene K  HMH()OPMALMOHHBIM,  anmapaTHBIM,
IPOrpaMMHEIM U UHBIM pecypcam;



perucTpanuy U NEepUOANYECKOTO KOHTPOJS JAEWCTBUN MOJb30BaTeneil mpu oOpaboTke
3anuIaeMoi HHpopMalry 1 NepUOIUIECKUA KOHTPOJIb KOPPEKTHOCTH UX JEHCTBUH;

KOHTPOJISI LIEJTOCTHOCTH CpeZbl UCIIOJHEHHUs IIPOrpaMM M €€ BOCCTAHOBJICHHE B CIIydae
HapylLICHHUS,

obecriedeHrs] ayTCHTU(UKAIMA W WACHTH()HKALWK TIONb30BaTesei, y4JacTBYIOIIUX B
nH(popMaIrmoOHHOM OOMEHE;

o0ecriedeHrs1 UCTIPAaBHOCTH PUMEHIEMbIX B MHPOPMAIIMOHHBIX cucTeMax [1oMUKITMHIKH
CPEACTB 3aIlUThl HHPOPMALIUY;

CBOEBPEMEHHOTO BBISIBICHHE MCTOUYHUKOB yrpo3 0€30MacHOCTH WH(POpPMALUH, IPUYUH H
YCIOBHM,  CIOCOOCTBYIOIIMX  HaHECEHHIO  ymepOa  3aMHTEPECOBAaHHBIM  CyObeKTaMm
MH(POPMAITMOHHBIX OTHOIICHUIH;

CO3JaHMeM CIyXObl MOHUTOPMHIA U pearupoBaHHMs Ha Yrpo3bl 0OE30MacHOCTH
MH(POPMAIIUU U HETaTHBHBIE MTOCIIE/ICTBUS;

CO3JaHMEM YCIOBUH JUIi MMHUMHU3AIMM HAHOCUMOIO yiuepOa HempaBOMEPHBIMU
JICWCTBUSIMH W YCTpaHEHHE TOCJEICTBHI HapylmeHus HWHQOPMAIMOHHONW O€30MacHOCTH B
[TomuknnHuke.

Pemenne BeienepeynciaeHHbIX 3a0a4 B [I0JMKIMHUKE OCYIIECTBIISIETCS TOCPEICTBOM:

yueTa Bcex MOJUIekaliX 3aluTe HHQOPMAIlMOHHBIX PECYPCOB;

KYpHAJIMPOBAHMUS JIEUCTBUM MEpPCOHANA, OCYLIECTBISIONIET0  OOCIy)XKHMBaHUE U
MOAM(PUKALNIO TPOTPAMMHBIX U IIPOrPaMMHO-AIIAPaTHIX CPEAICTB MH(POPMAIIMOHHBIX CUCTEM;

perlaMeHTaluy  TpOoLeccoB  00pabOTKM  MHPOpPMAIMH, JeHCTBUH  PaOOTHUKOB
[TonmuKIMHUKY, OCYIIECTBISIOIIMX JKCIUTYaTallMI0 IMPOrPaMMHBIX M IPOTrpaMMHO-aNIapaTHBIX
CPEICTB, Ha OCHOBE YTBEP)KJIEHHBIX OPraHM3allMOHHO-PACIOPSIUTENbHBIX JOKYMEHTOB IIO
3anuTe HHGOpMaIumy;

Ha3HA4YCHUsT W TOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OpTaHU3AIMIO |
OCYILIECTBIIGHUE MEpONpUATUI MO obecrneyeHur0 HHMOPMAIMOHHONW 0€30macHOCTH B
ITonuknuHUKE;

HaJIelIeHUs] KaXJI0ro pabOTHHKAa MUHUMAJIbHO HEOOXOAMMBIMU IpaBaMH NpH paboTe B
MHPOPMAIIMOHHOW HHPPACTPYKTYpPE COMTACHO UX JOIDKHOCTHBIM OOSI3aHHOCTSIM;

COOMIOIEHUsI BCEMH PpAaOOTHHKAMH, OKCIUTyaTHPYIOLIUMH U OOCIYXHBAIOLIUMHU
IIpOrpaMMHBbIE W NPOTrpaMMHO-aNIMapaTHbIE  CPEICTBA, TpPeOOBaHMI  OpraHU3alMOHHO-
pacropsaUTeNbHbBIX JOKYMEHTOB IO BOIIpocaM obecredeHus: HH(popMaIimoHHOH 0€30MacHOCTH;

NEPCOHAIBHONM  OTBETCTBEHHOCTBHIO  KaXJ0ro pabOTHMKA 3a CBOM  JICHCTBUS,
YYacTBYIOIIETO B  paMKax CBOMX (DyHKIMOHANBHBIX O0A3aHHOCTEH B  Ipoleccax
aBTOMAaTH3MPOBAHHOW 00paboOTKM wWHGOpMAIMM ¥ HUMEIOIIEro JOCTyll K pecypcam
MH(POPMAILMOHHBIX CUCTEM;

peanmzanueil TEXHOIOTUIECKUX MPOLECCOB 00pabOTKM MH(POPMAIIUU C HCIIOIH30BAHUEM
KOMIUIEKCOB ~ OPTaHM3allMOHHO-TEXHUYECKUX Mep 3alluThl IPOrpaMMHOrO oOecredeHus,
IIPOrpaMMHO-AIIAPATHBIX CPEJCTB;

OPUHATHS Mep Mo o0ecrnedyeHuto (hU3MYecKod LEeNTOCTHOCTH MPOrpaMMHO-aNNapaTHbIX
cpeacTB MHPOPMALMOHHBIX CHCTEM M MOJIEpPKaHHEM HEOOXOAMMOTO YPOBHS 3allUIIEHHOCTH
KOMITIOHEHTOB;

UCIOJIB30BaHUsI ~MPOTPAaMMHBIX M IPOrpaMMHO-aNIapaTHBIX  CPEACTB  3aIMThI
uHpopmaruy, obpadbarbiBaeMoit B IlodauMkimHUKe, W aAMUHUCTPATUBHOM MOIAECPKKOM HX
HCIIOJIB30BAHUS;

KOHTPOJISL COOJIIOIEHUs TOJIb30BaTeIsIMU MH(GOPMALMOHHBIX CHCTEM TpeOOBaHUM 110
obecrieueHn o HH(HOPMAITMOHHON 0€301TaCHOCTH;

npoBelleHUsT aHanu3a SQGEKTUBHOCTH MPHHATBIX Mep 3allUThl HHPOpPMALUU U
MIPUMEHSIEMBIX CPECTB 3alIUThl HHpopManuu B [loNMuKINHNKE;

pa3paboTKu M peaju3alMd NPEASIOKEHUH 10 COBEpIICHCTBOBAHUIO CHCTEM 3allUThI
uHpopmaruu B [lonmukinHuke.



3. MPUHIUIIBI OBECIIEYEHWS TH®OPMAIIMOHHOM BE3ONMACHOCTH

Obecrieuenne  WHGOPMAITMOHHON  OE30MaCHOCTH,  JIOJDKHO — OCYIICCTBISITRCS B
COOTBETCTBHH CO CJICAYIOUIMMHA OCHOBHBIMU IPUHIIATIAMH:

IIpuHIMT 3aKOHHOCTH

[Ipu BBIOOpEe MepompusiTHii 1O 3amTe UWHGOPMAIUMHM, JOKHO COOTIONATHCS
JeCTBYIOIIEee 3aKoHOMaTeThCTBO Poccuiickoit denepanuu B chepe 3ammurel nHGopmanmn. Bee
pabOTHHUKHU JOKHBI UMETh MpeACTaBlIeHNEe 00 OTBETCTBEHHOCTH 3a MpaBOHApYIIEHUS B cdepe
3anuThl WHpopMaruu. [IporpaMMmHO-anmapaTHeie CpeiCTBa, NMpUMeHseMble B [lomukiIuHUKE,
JOJKHBI UMETh COOTBETCTBYIOIIUE JHIIEH3UH, O(QUIIMATIBLHO MPUOOPETAThCs Yy MpeICTaBUTENeH
pa3pabOTUYMKOB  3THX  CPEJICTB WM  SIBISATHCS  MHTEIUIEKTyaIbHOW  COOCTBEHHOCTHIO
[TomuknuHWKH.

IIpuHIUIT CHCTEMHOCTH

HpI/I CO3IaHHMU CHUCTCMbI 3alllMTBl JOJDKHBI YUYWUTBIBATBCA AKTYAJIbHBIC YI'PO3bI
0€30I1aCHOCTH I/IH(bOpMaIII/II/I, BO3MOXKHBIE OOBEKTHI U HaIlpaBJICHUA aTaK Ha HEC CO CTOPOHBLI
HaPYHII/ITeHeﬁ. Cucrema 3alIUThI JOJKHA CTPOUTHCA C YUYCTOM HE TOJIBKO M3BCCTHBLIX KaHAJIOB
YTCUKU I/IH(l)OpMaIII/II/I, HO UM C YYCTOM BO3MOXHOCTHU IIOABJICHUSA HOBBIX YSISBHMOCTeﬁ B
porpaMMHOM obecreyeHnH.

ITpuHIUTT KOMIIJIEKCHOCTH

KommuiekcHoe — Mcnosib30BaHUE — CPEACTB  3aIIUTBl  MHQOpMAalMM  Mpearnojaraet
COIIaCOBAaHHOE NPHUMEHEHHUE MPU MOCTPOCHUHU LIEJIOCTHON CHUCTEMBI 3alllUThI, NEPEKPhIBAIOIIECH
BCE CYILIECTBEHHBIE YIpo3bl 0€30MacHOCTH HH(pOpMaIUK. 3amuTa JOJKHA CTPOUTHCS
suienoHnpoBaHo. dusnueckas 3ammrTa J0DKHA OOecrieunBaTbcs (PU3NUECKUMHU CPEICTBAMH U
OpraHu3alMOHHBIMU MepaMu. [Ipu mocTpoeHun, BHEIPEHUN U HKCILTyaTallud CUCTEMBbI 3aIUThI
uHpOpMauu  pyKoBOACTBO [lomukinuHuMKM —oOecriednBaeT yciuoBHs s A(G(GEKTHBHON
KOOpAMHAILIMK JeHCTBUI BCeX JIUL, 00eCeuynBarOUX HHPOPMALMOHHYIO 0€30M1aCHOCTb.

IIpuHIUTI CBOEBPEMEHHOCTH

Pa3zpaboTka cucTeMbl 3amUTBl WHQOPMAIMM JODKHA BECTUCh MapajuleibHO ¢
pa3paboTkoi U MHGOPMAIIMOHHON CHCTEMBI. JTO TO3BOJIUT y4ecTh TpeOOBaHUS 0E30MaCHOCTH
NpU TPOCKTUPOBAHMU APXUTEKTYphl M, B KOHEYHOM CcHeTe, co3larh Oonee 3(h(heKTHBHBIE
I/IHqJOpMaIII/IOHHI)Ie CHUCTEMBI, 06J1a)1alonme AOCTATOYHBIM YPOBHCM 3aIIUIICHHOCTH.

le/ll-llll/ll'[ NMPEEMCTBCHHOCTHU

[TocTrostHHOE COBEPIICHCTBOBAaHME MEpP W CPEICTB 3alUThl MH(POPMAIMM HA OCHOBE
NPEeMCTBEHHOCTH OPTaHU3AIMOHHBIX W TEXHWYECKUX DPEIICHHUH, KaJpoBOr0 COCTaBa, aHAJIHM3a
(GYHKIMOHNPOBaHHS WH(POPMALMOHHBIX CHCTEM M CHUCTEMBI €€ 3aIUTHl C YYeTOM H3MEHEHU B
METOZax W CpeACTBaxX IepexBara HH(OpPMAIMHM, HOPMATHBHBIX TPEOOBAaHMH IO 3alUTe
uHpOpPMaLINH.

le/ll-llll/ll'l A0CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha oOecredeHne HWHPOPMAIMOHHOW O0e30MacHOCTH |
[ICHHOCTH MH(OPMAIIMOHHBIX PECYpCOB Ha BEIMYMHY BO3MOXKHOTO yiepOa OT MX pa3mialleHus,



YHUYTOXCHUA U HCKAXKCHMUA. I/ICHOJII)SYCMBIC MCPBI KU CpCACTBA 3alIUTHI PIH(i)OpMaIlI/II/I HC
JOJIKHBI YXYAIIATh S9PrOHOMHYCCKUC ITOKA3aTCIIN KOMIIOHCHTOB I/IH(i)OpMaI_[I/IOHHBIX CHUCTCM.

HpI/IH].[I(III OTBETCTBEHHOCTH

Bo3noxeHne OTBETCTBEHHOCTH 3a oOecredyeHue O0e30MacHOCTH WHpOpMaluu H ee
00paboTKM Ha KaXIO0ro pabOTHHKA B TpeAesiax ero MOJTHOMOuui. B cooTBeTCTBHMH € ATHM
NPUHIXIIOM pacHlpesesieHne NMpaB M O00S3aHHOCTEH pPabOTHHKOB CTPOUTCS TAaKHM 00pa3oM,
4TOOBI B ClIydae JIF0O0ro HapylIeHUs! ObUT U3BECTEH HAPYLIUTEb.

I[puHIMn 000CHOBAHHOCTH M TEXHHMYECKOI peain3yeMocTn

WNudopmanmoHHble TEXHOIOTHH, MPOTPaMMHBIE U MPOrPaMMHO-AIMapaTHbIE CPEICTBa,
Mephl 3aIIUTHl WHPOPMAIMU JODKHBI OBITH pEaTM30BaHBIl 10 COBPEMEHHBIM PELICHUSM,
00OCHOBAHBI C TOYKH 3PEHUS JAOCTHXKEHHS 33JaHHOTO YPOBHS 3allIMIIEHHOCTH MH(OpMAIMU U
HKOHOMUYECKOH I1e71eCO00pPa3sHOCTH, a TaKKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOpPMaM H
TpeOOBaHUAM 10 O€30MaCHOCTH UH(POPMAITUH.

IIpunnun npodgeccuonanuima

Peanmuzanus mep 3ammthl HHGOPMALIMK M SKCIUTyaTaIMsl CPEJCTB 3aIIUTHl HHPOPMAITUH
JOJIKHA OCYILECTBIIATHCS npogeccHoHaTbHBIMU CrelMaIuCcTaMu. IIpuBneuenue
CTEMANM3UPOBAHHBIX OpraHu3alMii K pa3paboTKe CPEACTB M pealn3allid Mep 3alluThI
MHpOpPMaLIMM, TOATOTOBIEHHBIX K KOHKPETHOMY BHUAY JESTEIbHOCTH IO 00eCredyeHuro
0e30macHOCTH HMH(OPMAIIMOHHBIX PECYpPCOB, HMMEIOIIUX ONBIT TMPAKTHUYECKOW paboThl |
JIMIIEH3MU Ha MIPAaBO OKA3aHUs YCIYT B 3TOM 001acTH.

[puHUUN MUHUMU3AIUK IPUBUIIETHI M0JIb30BaTe el

OOecrieueHnue IONB30BaTEIEH NPpUBHIICTUAMU  MHUHHUMAJIBHO  JOCTATOYHBIMHU  JJIA
BBITTIOJIHCHHUA UMH CBOUX JOJDKHOCTHBIX o0s3anHOCTEeH B IlomuKIMHMKE.
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4. OCHOBHBIE TPEBOBAHMUA 110 3AIIIMTE UH®OPMALINU
OI'’PAHMYEHHOI'O JOCTYIIA

Cuctema 3amuThl HHGOpMALMK JJOIKHA PEeyCMaTpUBaTh KOMIUIEKC OpraHNU3allMOHHBIX,
IIPOrPaMMHBIX U MPOTrPaMMHO-ANIMAPATHBIX CPEACTB U MEP IO 3aiuTe HHPOpMAIUHU B Mpoliecce
ee 00paboTKH.

Boinonnenne TpeboBaHMI  JIOCTHraeTcs 3a CyUeT pealu3allud Ha  00beKTax
MHpOpMaTH3alMK Mep 10 3aIIuTe UH(OpMALIHK:

UICHTH(QHUKALNY ¥ ayTeHTU(UKAIIMH CYOBEKTOB JOCTyIa U 00BEKTOB JIOCTYTIA;

yIpaBJICHUIO TOCTYIIOM CyObEKTOB JOCTYyINa K 00bEKTaM JI0CTyIa;

OTpaHUYEHUI0 IPOIPAMMHOM CpeEJIbl;

3alUTe MAIMHHBIX HOCUTENIEH IEPCOHANBHBIX 1aHHBIX;

perucTpamuu coObITHI 0€30MacCHOCTH;

AHTUBUPYCHOM 3aIlUTE;

0OHApYKEHUIO BTOPXKCHHUI;

KOHTPOJIIO (aHAIM3Y) 3alUIEHHOCTH EPCOHAIBHBIX JaHHbIX;

00€CTIeYeHHUIO [IEIOCTHOCTH WH(POPMALIMOHHOW CUCTEMBI U TIEPCOHAIBHBIX JTaHHBIX;

00€CreYeHNIO JOCTYITHOCTH IIEPCOHANBHBIX JIaHHBIX;

3alUThI CPEbl BUPTYyaIU3aliH;

3alIUThl TEXHUYECKUX CPEJICTB;

3a1UThl HH(POPMALIMOHHON CHUCTEMBI, €€ CPEJCTB, CUCTEM CBSI3U U Iepeaadu JaHHbBIX;

BBISIBJICHUIO MHIMJIEHTOB U pearupoBaHKe Ha HUX;

yIpaBleHUI0 KOoH(purypanueir HHGOPMALMOHHONM CHUCTEMBI W CHUCTEMbI 3alIHUTHI
MEPCOHAJIBHBIX JAHHBIX.

[MonuknuHuka, Kak oOnagarens WHGOPMALMU  OTPAHHMYEHHOTO  JIOCTYyMa, TpHU
OCYILECTBIIEHUH CBOMX IpaB 00s3aHO:

coOIrofaTh IpaBa U 3aKOHHbIE UHTEPEChI MHBIX JIMII;

NPUHUMATh HEOOXOAMMBIE MEPBI 110 3alUTe HHPOPMALINY;

OTpaHUYMBATh JIOCTYH K WH(POpPMALMU, €CliM Takas OOsM3aHHOCTh YCTAaHOBJICHA
3akoHonarenbcTBOM Poccuiickoit denepannu.

B ToMm uncne IlonuknuHuka, BipaBe, €CIM UHOE HE MPEAYCMOTPEHO 3aKOHOAATEIHCTBOM
Poccuiickoit @eaeparuu:

paspemars Wi OrpaHMYUBATh JOCTYN K MH(OpMAINU, ONPEACTATh MOPSAIOK U YCIOBUS
TaKOr'o JI0CTYTa;

UCTIONIb30BaTh UH(POPMAIHIO, B TOM YHUCIIE PaCIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepeiaBaTb MH(MOPMAIMIO JPYyTUM JIMIIaM Ha YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit denepanum OCHOBaHUH;

3alMIIaTh YCTAaHOBJIEHHBIMHU 3aKoHoJaTesbcTBOM Poccuiickoit @enepanun crocodamu
CBOM IIpaBa B CJlydae HE3aKOHHOIO I[IOJy4eHUs HHPOpMAlMM WIM €€ HE3aKOHHOIOo
HCIIOJIb30BaHMs HHBIMU JINLIAMH;

OCYILECTBIIATh WHBIE JCHCTBUS ¢ MHPOpPMAIMEeH MM pa3pemarb OCYIIECTBICHUE TaKUX
JEeUCTBUI, ecli 3TU ACUCTBUS HE MPOTHUBOPEYAT (eiepaaIbHbIM 3aKOHAM U JIpyTUM HOPMAaTHBHO-
paBoBbIM akTaM Poccuiickoit @enepanuu.

3ammra MHQOpMANMKM OrpaHUYEHHOIO JOCTyNa MpPEACTaBIseT COOOH MpUHATHE
OpPraHMU3allMOHHBIX M TEXHUUECKUX MEp, HAPaBJICHHbBIX Ha:

coOmroieHe  KOH(QUIEHIMAIBbHOCTH HMH(pOpManuu (MCKIIOYEHHE HENpPaBOMEPHOIO
J0CTYTIA, KOTIMPOBAHUS, MTPEOCTABICHHUS WU pAacCIpOCTPaHEHUsI HHPOPMAIIH);

o0ecriedeHre LEeNOCTHOCTH MH(POpPMaIUK (MCKIIOUEHHE HETPABOMEPHOTO YHUUTOXKEHHS
Wi Moau(UITUPOBaHNS HHPOPMAITIH);

peanu3alMio MpaBa Ha JOCTYNl K HHGpopMauuu (MCKIIOUEHHE HENpPaBOMEPHOIO
O710KMpOBaHUS UH(POPMALIHN).
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CpenctBa 3amuThl MHOOPMAIUK BHEAPSIOTCS IO pPE3yJIbTaraM IPOBEICHUS OICHKU
PHUCKOB MH(GOPMAITMOHHOM 0€30MacHOCTH.

Opranuzanus 3auThbl HHGOPMAIIUH

[Ipu opranumzanuu B llomukiauHKMKE 3amUTHl MH(DOPMALMU, JOIKHBI BBITOTHATHCS
TpeboBanusi DemepampHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wuHbopmanuy,
MH(GOPMAIIMOHHBIX TEXHOJOTHUSAX U O 3aluTe WH(OPMAIIUNY, KOTOPbIE PErylupyloT OTHOLICHMS,
CBSI3aHHBIE C YCTAHOBJICHHEM, U3MEHEHHUEM U MPEKPAIICHHEM peKuMa 00pabOTKH 3aluIaeMoi
unpopmaruu. B Tom umcne TpeOoBaHHMS O 3amMTe HHPOPMAIMM, HE COCTaBJISIOICH
TOCYJIapCTBEHHYIO TaiiHy, COAEpIKaIlIelcss B TOCYIapCTBEHHBIX HH(MOPMAIMOHHBIX CHCTEMax
yrBepxkaeHHbIe nmprukazoM @CTOK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHUN TpeOOBaHUH
0 3amure WH(POPMALMHM, HE COCTABISIONIEH TOCYIapCTBEHHYIO TalHy, CcoOIep)Kalleics B
rOCYIapCTBEHHBIX HMH(OPMALMOHHBIX CHUCTEMax» ISl TOCYJApCTBEHHBIX HH(POPMAIIMOHHBIX
cucreM 1o kotopeiM [Tonuknuauka sBrsiercst OnepaTopom.

B TlonmukivHUKe TOMHMO pealu3alii OCHOBHBIX Mep 3alluThl HHGOpMAIUU
OCYLIECTBIISIECTCSA:

perynasipHas OlEHKa W yIpaBieHHe pucKaMu HWHGOPMAIIMOHHON 0e30MacHOCTH B
COOTBETCTBHH C YCTAHOBJICHHBIMU MPOIICTypaMHu B 00JIACTH YIIPABJICHUS PUCKAMU,

uHbopMUpOBaHUe, 00OyUYeHHE U TIOBBIIIEHHE KBaM(UKaUK paboTHUKOB [1oTMKIMHUKY B
cdepe nHHOpPMAITMOHHON 0E30MIaCHOCTH;

MeTOoAMYecKas TOMOIIb pabOTHMKaM B Bompocax obecredeHus WHGOPMAITMOHHOMN
0€30IMacCHOCTH;

aHAJIU3 U MMOMCK BO3MOKHOCTEH O MOBBILICHUIO YPOBHS 3aIIUIIEHHOCTH HH(OPMAITHH.

Jlist opranu3anuu 3amuThl nHGopmanmu, [TonmukiImHKa BIpaBe MPUMEHSITH CPEICTBA U
METObl TEXHUYECKOU 3allUThI, IPENPUHUMATh APYTHE, HE MPOTUBOpEYAIllhe 3aKOHOATEIbCTBY
Poccuiickoit @enepanuu, Mepsl.

B pamkax oOecriedeHus 3amuThl HHQOpPMALMM, B paMKax TPYIOBBIX OTHOILIECHUHN
HEOOXOJMMO O3HAKOMHTH IO POCHUCh PAOOTHHUKOB, JOCTYN KOTOPBIX K HWH(POpPMAINH
OTPAaHUYEHHOTO JIOCTYIa, HEOOXOAUM [UIsi BBIMOJNHEHHS MMM CBOMX JIOJDKHOCTHBIX
00si3aHHOCTEH, ¢ TmepedHeM WH(OPMANMKM OTPAHUYCHHOTO JIOCTYNa, W TPUHATHIMA B
[TonuknuHUKE MepaMu 3alIUTHl HTHPOPMAIIHH.

Oco0eHHOCTH 3alUTHI NEPCOHAJIBLHBIX TAHHBIX

[Tpu opranuzammu o6pabotku B [loNMKIMHUKE MEPCOHANBHBIX JAHHBIX HEOOXOIUMO
PYKOBOACTBOBaThCsl TpeboBaHusaMU PenepanbHoro 3akoHa ot 27.07.2006 Ne 152-®3 «O
MIEPCOHATBHBIX TAHHBIX).

[lepeuenr Mep, BBIIONHEHHE KOTOPHIX obOecreunBaeT [loNMMKIMHMKA B KauyecTBe
oreparopa MepcoHaNbHBIX JaHHBIX, TOKEH BKIIIOYATh:

HazHaueHue B [loNMKIMHHMKE OTBETCTBEHHOIO 3a  OpraHu3anuio  o0padoTKu
MEPCOHATBHBIX TAHHBIX;

pa3paboTKy JOKYMEHTOB, OIpPEACNSIONIMX TMpaBWiia B  OTHOIIEHHH 00pabOTKH
MEPCOHANBHBIX JaHHbIX B [loNMKIMHUKE, IOKalbHBIX AaKTOB IO BOMpocaM o00paboTKH
MEPCOHATILHBIX JaHHBIX;

NPUMEHEHHE OPraHU3allMOHHBIX U TEXHMYECKHX Mep IO 00ecredeHHui0 Oe30MacHOCTH
MIEPCOHANIBHBIX JAHHBIX B COOTBETCTBUU cO cTaTbeil 19 ®enepanbHoro 3akoHa ot 27.07.2006 Ne
152-®3 «O nepcoHaIbHbIX TaHHBIX);

BBITIOJTHEHHE TPEOOBAHUH MO COCTAaBY U COACPIKAHUIO OPTaHU3AIMOHHBIX M TEXHUUYECKUX
Mep To obecneueHUI0 O€30MacHOCTH MEPCOHANBHBIX JaHHBIX MpPH UX 00paboTke B
MHPOPMAIIMOHHBIX CHUCTEMaxX TEePCOHANBHBIX JaHHBIX YTBepkAEHHBIX mpukazom OCTOK
Poccun ot 18.02.2013 Ne 21 «O0 yTBEp)KII€HUHM COCTaBa M COJACPKaHUS OPraHU3alMOHHBIX U
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TEXHUYECKHUX Mep 1Mo o0ecriedeHnto 0€30MacHOCTH MEPCOHABHBIX JaHHBIX TIPU UX 00paboTKe B
MH(GOPMAITMOHHBIX CUCTEMAX NMEPCOHAIBHBIX JaHHBIX);

OLIEHKY Bpela, KOTOPBIA MOXKET OBITh MPUYMHEH CyOBhEKTaM INEepCOHANBHBIX JaHHBIX B
ciydyae HapymeHuss ®exnepanbHoro 3akoHa Ne 152-D3, cooTHOIIEHHE YKa3aHHOTO Bpena U
IIPUHUMAEMBIX OIEPATOPOM MEp, HAIPABICHHBIX Ha 00ECIIEUEHHE BBIIIOJHEHUS 00A3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

O3HaKoMJICHHE pabOTHUKOB [lONIMKIMHUKK, HENOCPEACTBEHHO OCYLIECTBIISIOMINX
00paboTKy MepcoHaNbHBIX TaHHBIX, C MOJIOKEHUSIMHU 3aKkoHOAaTenbcTBa Poccuiickoit denepanyu
O TEpPCOHAJbHBIX JAHHBIX, B TOM YHCJIE€ TPEOOBAHMSAMHU K 3aIIUTE IEPCOHAIBHBIX JAHHBIX,
JOKYMEHTaMH, ompeaensionmmu  TpeOoBaHus [lOMUKIMHUKK B OTHOIIEHUH OOpPaOOTKH
MIEPCOHAJILHBIX JAHHBIX U 00y4YeHUe, MPH HEOOXOAUMOCTH, YKa3aHHBIX paOOTHUKOB.

Obecnieuenne 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX IOCTUTAETCsl, B YaCTHOCTH:

OTIpeJIeIeHUeM YIpo3 W HapyluTeNedl 0e30MacHOCTH MEepCOHATbHBIX JAHHBIX TPH UX
00paboTke B MH()OPMALIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX;

OINpE/EIICHUEM YPOBHS 3allUIIEHHOCTH IE€PCOHAJBHBIX JAHHBIX B COOTBETCTBHM C
TpeboBanusimu [locranosnenus [IpaButensctBa Poccuiickoit ®eneparuu ot 01.11.2012 Ne 1119
«O0 yTBepKACHWU TpeOOBaHUI K 3allUTe IMEPCOHATBHBIX JaHHBIX TPU UX 00paboTke B
MH(GOPMAITMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JaHHBIX);

OPUMEHEHUEM MPOIIEAIINX B  YCTAHOBICHHOM IMOpPAJAKE MPOLEIYypy  OLIEHKHU
COOTBETCTBHSI CPE/ICTB 3aIIUTHI HHPOPMAIUH;

OlleHKOH 3()()EeKTUBHOCTH NPHUHUMAEMBIX MEp IO 3aIUTe MEPCOHATBHBIX JAHHBIX [0
BBOJIa B OKCIUTyaTaluio HHHOPMAIIMOHHON CUCTEMBI IEPCOHANBHBIX JaHHBIX;

BOCCTaHOBJIEHUEM HEePCOHAJIbHBIX JTAaHHBIX, BCJIE/ICTBUE MOJTyYEeHUS
HECaHKIIMOHUPOBAHHOTO JOCTYNA K HUM,;

YCTAaHOBJICHHEM IMIPaBHJ JOCTyNa K TIEPCOHAIBHBIM JaHHBIM, 0OpalaTbiBA€MbIM B
MH(GOPMAIIMOHHBIX CHCTEMax IMEpPCOHATIbHBIX JaHHBIX, a TAKKe 00ECIeYeHHEM PETUCTPALUU U
ydeTa BCEX JICHCTBHMH, COBEpUIAEMBIX C MEPCOHATBHBIMU JaHHBIMH B HH(OPMAIMOHHBIX
CUCTEMaXx MEepPCOHANBHBIX JTaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMH MEpaMHU IO 3alUTE [E€PCOHAJBHBIX JAHHBIX U
OTIPE/IETICHHOTO YPOBHS 3aIIMIEHHOCTH HHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAaHHBIX B
IIpoLecce ee IKCILTyaTaluu.
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5. OCHOBHBIE TPEBOBAHUSA K IPOLECCAM OBECIIEYEHUA
NH®OPMAIIMOHHOH BE3OITACHOCTH

MeToauveckoe pyKOBOACTBO, pa3pabOTKy pelieHud 1o 3ammTe WHGOPMAINH,
COTTIaCOBaHME BHIOOpA CPENICTB BHIYMCIUTEIHLHOW TEXHHUKH, MPOTPAMMHBIX W TPOTPaMMHO-
anmapaTHbIX  CPEACTB  3allUThl  WHGOPMAIMK, OpPTaHHW3aIlldi0 padOT 10  BBISBICHUIO
BO3MOXKHOCTEH U MPEAYIPEKICHUIO YTEUKH U CBOMCTB 3alUIaeMOi HH(POPMAIIUU, aTTECTAINIO
00BEKTOB HMH(POpPMATH3AIUKA OCYIIECTBISAIOT KOMIIETCHTHBIE CTPYKTYPHBIC TIOJPA3CIICHHS
ITonuKITMHUKH.

®dusnveckasi 60e30MACHOCTD

[IpunsATBIE OpraHM3allMOHHBIE W TEXHUYECKHE Mepbl 10 3allUTe [OMEIICHUH
[TonuKAMHUKY, CEPBEPHOTO U KOMMYTAIMOHHOTO 000PYAOBaHMUS, aBTOMAaTH3UPOBAHHBIX Pa00UnX
MECT Tosb30Bareneil MHGOpPMAMOHHBIX cucTeM [lONMMKIMHHUKE O00ECTeUHBaIOT PEaTU3aIHIo
CIIETYIOLINX Mep TO:

pasrpaHMUYEHHIO TOCTyNa paOOTHUKOB B MoMenieHus: [I0OTUKINHUKN B COOTBETCTBUH C HX
MIOJTHOMOYHSIMU 1 IOJDKHOCTHBIMH OOSI3aHHOCTSIMH;

peructpanyu (akToB BXoJa paOOTHHKOB B MOMEIIEHHS B KOTOPBIX BeAeTCS 00padoTKa
MepCOHAIBHBIX JIaHHBIX;

KOHTPOJIUPYEMOMY TMpPEOBIBAHHIO MOCTOPOHHUX JIMI B [IONMKIMHUKE B TIOMEIIECHUSX, B
KOTOPBIX BeneTcs 00paboTka HHPOpMANNU OTPaHHYSHHOTO JIOCTYIa M Pa3MEIIeHbI armapaTHbe
cpencTBa HHQOPMAIIMOHHOHN CUCTEMBI;

OpPraHM3allMi  pPEKUMa  KOHTPOJIMPYEMOTO  BHOCA/BBIHOCA  CPEACTB  OOpabOTKH
uHpOpPMaLIUH.

[Tomenienust TToMMKIMHUKY JODKHBI OBITH OOOPYIOBaHBI JETEKTOpAaMH OTHS M JIbIMA,
OTHETYIIUTEISIMH, CHCTEMaMH KOHAWIIMOHUPOBAHHS BO3IyXa, CPEACTBAMH OXpaHHO-TIOKapHOH
CUTHAJIH3ALUH.

OcCHOBHOE CepBEepHOEC U KOMMYTAIMOHHOE 00OpynoBaHue [TOTUKIMHUKN JTOMKHO OBITH
3aIIMIIEHO OT TMepebOoeB B Iojade SJICKTPOIHEPTHH IYTEM IOIKIIOUCHHS K DJIEKTPOCETH C
NPUMEHEHHEM HCTOYHHUKOB OecriepeOoiftHoro murtanus. Mcrounnku OecriepeOoifHOTO mMHUTaHUsS
HEOOXOAMMO  PETyNIsIpHO TECTUPOBaTh M MPOBEPSATH  YINOJHOMOYCHHBIM  PaOOTHHKAM
[TONMKIMHUKY B COOTBETCTBUU C PEKOMEHIAIUSAMU TIPOU3BOAUTEIIS.

[lopraTuBHBIE TEXHHYECKHE CpPEACTBA HE JIOJDKHBI OCTaBaThCd 3a MpeNesiaMH
KOHTpOJIUpyeMoii 30HbI [1oMuKIMHIKN Oe3 KOHTPOJISt CO CTOPOHBI pabOTHUKOB [TOMHKIMHUKY.

be3onacHocTh Ha paﬁoqu MeCTe

3ampeniaercss BECTH 3alUCh MapoJieil B OTKPHITOM BUJE Ha MaTepUaIbHBIX HOCHTENS, 32
UCKITFOYCHHEM CITy4acB, PEIIAaMCHTUPOBAHHBIX METOJIOB XPaHCHHSI.

JIOKyMEHTBI ¥ HOCHTENH ¢ WH(pOpMAaLKEel OrpaHUUYEHHOTO JOCTYIA JOJDKHBI yOUpaThes B
ormeyaTbiBaeMble MecTa (ceidrl, mkapsl W T.IL), TpH yxome ¢ pabodero wmecra. Ha
aBTOMaTu3upoBaHHOM pabouem mecte Ilonmp3oBarens pabouast ceccus T0KHA OBITH MpepBaHa,
paboumii cToN 3a0MOKMpOBaH. BXox monb3oBarTenss B CHCTEMY HE JOJDKEH BBITIONHSATHCS
aBTOMaTHYECKHU.

JIOKyMeHTBI, coaepkanue HWHGOPMAIUIO OTPAHMYCHHOTO JIOCTYMa, IOJDKHBI Cpasy
M3bIMaThCS U3 TIEYATAIOMIMX YCTPOWCTB. [y yTHIM3anuu KOH(UICHIMAIBHBIX JTIOKYMEHTOB,
JOJDKHBI MCIIOJIB30BaThCSl YHUYTOXHUTEIH JIOKYMEHTOB HE HWXXe 4 YpOBHS TIO CTaHAApTy
0€301acHOCTH, IPUMEHIEMOMY K YHUUTOXKUTEISM JOKYMEHTOB.

[lpy wucnonb30BaHUM MOOWIBHBIX TEXHHUYECKHX CPEICTB HEOOXOMUMO COOIIIOIATh
JOTIOJTHUTENBHBIE MEpBI TI0 PErIaMEHTAllMd M KOHTPOIIO HCIIONB30BaHUS B MH(POPMAIMOHHOM
crCTEeME MOOMJIBHBIX TEXHHUECKUX CPEIICTB.

14



Haxoxnenue npencraBuTesedl IOPUAMYECKUX JIMI[ B paMKaX MCIOJIHEHUS JTOTOBOPHBIX
00513aTeNIbCTB B MOMEUICHHUSIX B KOTOPBIX BeneTcss oOpaboTka WHGOpMAIMH OTpaHHMYEHHOTO
J0CTyna WH(POPMAIMOHHOW CHUCTEMBI, BO3MOXHO TOJBKO B CONPOBOXKIEHHH pabOTHHKA
[TonUKIUHUKY AOMYIIEHHOTO 0 00paboTKU Takoi MH(pOpMAITHH.

PasMenienne TeXHHUECKUX CPEACTB BBIBOJA MH(OpMAIK B MOMEIIEHUSX [[ONMUKIMHUKH
MIPOU3BOAMUTCS C YYETOM HCKJIIOUEHHS BO3MOXKHOCTH BH3YalIbHOTO MPOCMOTpa HHGOpMAIUN
MIOCTOPOHHUMH JIMIIAMU M paOOTHUKAMHU, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOW MH(pOpMAaIHE.

TexHuueckre cpeAcTBa JOMKHBI pa3MEIIaThCs U XPAHUTHCS TaKUM 00pa3oM, 4TOOBI
COKPAaTUTh BO3MOXHBIN PUCK MOBPEKIAEHUSA U YTPO3bl HECAHKIIMOHUPOBAHHOTO JI0CTYIIA.

Texnuueckoe oﬁc.ﬂymnBaHne oﬁopmeBaHnﬂ

Texuuueckue cpencrBa [IOMUKIMHUKK JOMKHBI TPOXOAUTH HAa PETYISIPHON OCHOBE
CEpPBUCHOE 00CTY)KHBAHHE B COOTBETCTBUH C PEKOMEHIAIUSIMH TIPOU3BOIUTENICH 000pyI0BaHHUS.

PemoHT u cepBucHOE OOCTy>KHBaHHE OOOPYIOBAHUS JIOJDKHBI BBITIONHATHCS TOJIBKO
KBATH(UITIPOBAHHBIMH CTICIIHATHCTAMH.

Texuuyeckoe 00CITyXHMBaHUE OOOPYIOBAHHUS CTOPOHHHUMH OpPraHU3AIMIMHU HE JOHKHO
MPUBOJIUTD K PUCKY HapyIIEeHUs KOHPUIECHITNATLHOCTH 3aIUIIAeMON HH(POPMAIIHH.

B3aumojeiicTBHe ¢ TpeTbUMHU JIUIIAMH

B umemsix obecrneyenus wuHpopMannoHHOW —Oe3omacHOCTH  [loMMKIMHUKH — TIpU
B3aUMOJICHCTBUU C TPETBUMU JTULAMH JIOJ>KHO BBITIOJHSTH CIEAYIOLIME MEPOIIPUATHS T10:

3aKJIIOUYEHUIO COTVIAIICHHs O HepasMallleHud WHQPOpMAIMi OrPaHUYEHHOTO JIOCTYyIa
MOJIYYEHHOM B XOJI€ UCTIOJTHEHUS JOTOBOPHBIX 00SI3aTENIbCTB;

OCYILIECTBIICHUIO KOHTPOJIS 3a ACHCTBUSMHU IPEICTABUTENECH KOHTPAr€HTOB B MpEesax
KOHTPOJINPYEMOU 30HbI [[OMUKIIMHUKH.

anaBﬂeHne KHU3HCHHBIM TUKJIOM I/IH(])OpMaIH/IOHHI)IX CHUCTEM

MeponpusTus B MPOIECCE JKU3HEHHOTO IMKIJIa HHPOPMAITMOHHBIX cHCTEM [lONMUKITMHUKH
JOJDKHBI OBITH HAIpaBJIeHbl Ha oOeclieueHHe 3alluThl MH(pOpPMAlMM NpU BBOAE B JeilcTBHE,
AKCIUTyaTalllu, COIPOBOXKIEHUN U MOJIEPHHU3ALMH, BBIBOJIA U3 IKCILTyaTallH.

OcHoBaHMeM Ipu pa3paboTke MH(POPMALMOHHBIX CHCTEM JOJDKHBI SBIATHCS PEILICHHS
NPUHATHIE HA CTaAUK (OPMUPOBAHHS TPEOOBAaHMIA, colepramiue TpeOOBaHUS B TOM YHCIE TI0
crcTeMe 3alUThl HH(pOpMaIHH.

Jlroboe TutaHMpyemMoe K BHEAPEHHIO HW3MEHEHHE HMH(POPMAIMOHHON  CHUCTEMBI
NPEIBAPUTEIBHO JOJDKHO OBITh NPOAHAJIM3MPOBAHO HA COBMECTUMOCTh M OTCYTCTBHE
HapyImeHUH pabOTOCIIOCOOHOCTH CHUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEICTB 3allUTHI
nHpopmauu.

Pabotel Mo MopepHHM3anMu MH(MOPMAIIMOHHONW CHCTEMBI, B TOM YHCJIE€ IO yCTaHOBKE
IIPOrpaMMHOIO oOecreueHus 1 OOHOBIICHUH, NOJKHBI MPOBOAUTHCA B Hepabodee Bpems WU
BpeMs HaMEHbIIeH pabodel Harpy3KH.

Ilpn BBIBOAE M3 SKCIIyaTallMd HMH(OPMALMOHHBIX CHCTEM JOJKHO OOECIedMBaThCs
rapaHTUPOBAaHHOE YyAajeHWe o00pabaTbiBaeMOM M XpaHUMOW B HHMX MH(POpPMALUU C
UCTIOJI30BaHUEM CPEJCTB TapaHTHPOBAHHOTO YHUYTOXKEHHMA HHQPOpPMALMM WIH IyTeM
(U3NUEeCKOro YHUUTOXECHUSI HOCUTENEH HH(OpMaITHH.

Bce nmponenypsl obecriedeHus 3auThl HHGOPMAIUK, YCTaHOBJIEHHbIE B [I0NMKINHNKE B
OTHOIIEHUM HWHQPOPMALIMOHHBIX CHCTEM, JOJDKHBI BBINOJHATECS W KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMU JIMI[AMH 32 OPTaHU3ALUI0 paboT MO 3aluTe HHPOPMAIIH.

KouTtpoab 1octyna k uHGpopManuoHHbIM cucTeMaM
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Bce paGorHuku IlonMKIMHMKM, JONMyLIEHHbIE K pabdore ¢ MH(OPMALMOHHBIMU
CUCTEMaMH, HECYT IEPCOHAIBHYI OTBETCTBEHHOCTb 3a HApyLIEHHUs yCTAaHOBJICHHOIO IOpsJKa
00paboTKH HHPOPMAITUH.

VYpoBeHb TONHOMOYHMI TONb30BaTedst B WHPOPMALMOHHOW cuctemMe [lONUKIMHUKH
JIOJKEH OTPENIeNATHCS B COOTBETCTBUHU C €TI0 TOJDKHOCTHBIMH 00S13aHHOCTSIMH.

Hoctyn monb3oBateneil K WHGOPMALMOHHBIM cucTeMaM [IOMUKIMHUKK — JOJDKEH
KOHTPOJINPOBATHCS aIMUHUCTPATOPOM HH(OPMAIIMOHHON CUCTEMBI.

OcyuecTBienue PEryJISIpHOTO KOHTPOJIS BBIIIOJIHEHHUS OpraHU3alMOHHO-
pacropsaUTeNbHbIX  JOKYMEHTOB, KacaloIIMXCs perIaMeHTalMu JOoMycka paOOTHUKOB
[TonukIMHUKY K THOOPMAITHOHHBIM CHCTEMAaM.

Nnentudukanus v ayreHTHPUKALUA

Joctyn monp3oBaTeneil K HH()OPMAIMOHHBIM CHCTEMaM JOJDKEH TPEIOCTABISTHCS
TOJILKO TOCJIE YCTENTHOTO 3aBepIICHUS UASHTHU(PUKAIIUH, ayTeHTU(DUKAIIUH.

[Tonyyenue monmp3oBareneM MMEHH B MH()OPMAIIMOHHOW CHCTEME M Mapoiisi, KOTOpHIE
oOecreunBalOT JOCTyn K HMHQOPMAIIMOHHOW CHCTEME, [OJDKHO OCYIIECTBIATHCA IO
IIPEACTABICHUIO PYKOBOJIUTENS CTPYKTYPHOIO ITOAPA3AEICHUS.

YupasJjieHue 10CTyIIOM

B TlonmuknuHMKE TOHKHO OCYIIECTBISATHCS YIPABICHHE TOCTYIIOM K WH(POPMAIMOHHOM
crcTeMe MOCPEACTBOM pealln3alui He0OXOAMMBIX METOJO0B, THUIOB M NPaBWJI pasrpaHUUYCHHUs
JOCTyTIa MOJB30BaTeNsIM HMH(OpMAIMOHHOHN cucteMsl llommuknuanku. B Tom uuncie obecrieueH
3alMIIEHHBIN YaleHHBIH JOCTyN CyOBEKTOB AOCTyNa K OOBEKTaM JOCTyla 4epe3 BHEIIHHE
MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIHOHHBIE CETH.

Be3onacHocTh npu padore ¢ HocUTeEJAsIMU HH(pOPMALIMH

PaGorauku IIONMWKIMHUKA ~JTOJDKHBI  HMCTIOJB30BaTh TOJNBKO YUYTCHHBIE CHEMHBIE
MAalIMHHBIE HOCHUTENW HWH(OpMAanuU IS BBITOJHEHHUS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Vcnonb30BaHNe ChEMHBIX MAIIMHHBIX HOCUTENEeH nHpopManuu B [ToTHKIMHUKE B MHBIX LENAX
CTPOTO 3ampereHo.

CpeMHbIE MalIMHHBIE HOCHTENH WH(GOPMALUU JOJDKHBI XPAHHUTCS B OIEYATHIBAEMBIX
mkagax, B MOMEIIEHUIX B KOTOPBIX MPEAyCMOTpeHa o0paboTka MH(MOPMAIMH OrPaHUYEHHOTO
JOCTYTA.

B ciydae kpaku WM MOTEPH CHEMHOTO MAIIMHHOTO HOCHUTENS MH(MOPMAINH, a TaKkKe
WHBIX HMHIWACHTOB, KOTOpPBIE MOTYT TMPHUBECTH K HapyIICHUIO CBOWCTB WH(OpPMALUU
OTPaHWYEHHOTO JOCTYIA, JOJDKHBI IPOBOJUTHCS MEPOIPUSATHS II0 PACCIICIOBAHUIO TaKHX
WHIUICHTOB.

[Ipn BBIBOZIE W3 SKCIUTyaTalldM CHhEMHOTO MAIIMHHOTO HOCHTENsl MH(opManuu, Bce
JaHHBIC, XpaHAIIMECs HAa HEM, JTOJDKHBI OBbITh yJaJlleHbl ONpEAETICHHON KOMHCCHEH U3 4ucia
PabOTHHUKOB, CPEJICTBOM TapaHTHPOBAHHOTO YHHUYTOXECHUS HH(POPMAIIHH.

@akT yHMYTOXXKEHHS HWH(POpPMALMKM HAa CHEMHOM MAIIMHHOM HOCHUTENe WH(OpMAIHH
¢ukcupyercst B akTe 00 YHHYTOXEHHUM HH(OpMAaUM CO CHEMHOTO MAIIMHHOTO HOCHTEIS
uHpOpPMaLINH.

Perucrpanusi coobITHI
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B [NonuknuHuKe T0MKHA OCYIIECTBIATHCS PErHCTPALUU COOBITHI 0€30MacHOCTH Ha BCEX
KOMIIOHEHTaX HWH(POPMAIMOHHBIX CcHCTeM [lOMMKIMHUKK, B KOTOPBIX 0OpadarhiBaeTCs
3amuiaeMas iHGpopMaIus.

AHTHBHPYCHAs 3aLIIUTA

B nemnsix oOHapyKeHHs U yCTPaHEHUS! BPEIOHOCHBIX MporpamMM B [1oIMKIMHIKE TOTHKHBI
WCTIOJIb30BaThCs CPEICTBA AHTUBUPYCHOMH 3aIIUThl HH()OpMAIIHH.

O0s13aTenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHUPYCHOW 3alUTHI MH(GOpPMALUU JOIDKHA
nomiexarb Jrobas wHpopManus (TeKCTOBble ¢aiabl 0ObIX (GopMmaToB, (ailibl JaHHBIX,
UCTIOJIHsIEMBIE (aiiiibl), odydaeMasi U IepeaBaeMasi 1o JIOKAIbHOW BBIYUCIUTENBHON CETH B
TOM YHCJIE W CETAM OOIIero MOJb30BaHUs, a Takke HH(OpMAaIls, XpaHUMas Ha ChEMHBIX
MAIIMHHBIX HOCUTENSIX HH(OpMAITHH.

[lpu ycraHOBKE NPOrpaMMHOTO OOECIICUCHUsT WM €ro OOHOBJICHHS Ha CEBEPHOC
00OpyI0BaHME JIOJDKHA aBTOMATHUYECKH BBIMONHATHCA MpEABapUTENbHAsl MPOBEpPKa TaHHOTO
MPOTPAMMHOTO 00ECTICUCHHUSI HA OTCYTCTBHE BPEIOHOCHOTO MPOTPAMMHOTO 00ECTICUCHHSI.

OOHoBIeHNE 0a3 CUTHATYP AJISl CPENICTBA AHTUBUPYCHOM 3aIIUTHl HH(OPMAIIUU JTOJKHBI
OOHOBJISITBCS €KETHEBHO.

[Tonp3oBatenu 6e3 mpaB agMUHHCTpATOPa MHPOPMAIIMOHHON cUCTeMBI [1OMUKITUHUKY HEe
JOJDKHBI UMETh BO3MOYKHOCTB TMOJYYCHHSI OCTYNa K KOH(GUTYpAIlMK aHTUBUPYCHOTO CPEICTBA
3alIUTHI WIH €r0 OTKJIIOYCHUSI.

KOHTPOJ'IB 3AIMUIICHHOCTH IEPCOHAJTBHBIX JAHHBIX

B nensx uckIodeHus SKCIUTyaTaliy ysI3BUMOCTEH POrpaMMHOTO 00ecTieueHus! TOJKHBI
NpOBOIUTCS palbOTHl IO BBIABICHUIO, AHAIHM3Y YA3BUMOCTEH HH(MOPMAIIMOHHOW CHUCTEMBI U
ONEpaTUBHOE YCTPaHCHHE BHOBHb BBIIBICHHBIX YA3BHUMOCTeH. B TOM dmcie opraHuzamus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHUSI MPOTPaMMHOTO OOECIEYCHHUSI BKIIIOYAsl CPEACTB 3alUTHI
uHpOpPMaLIUH.

Hcnoab3oBaHne NporpaMMHOro odecrneyeHust

Bribop mnporpamMMHOro oOecredeHust s MPOW3BOJICTBEHHBIX HYXJ [lONMUKIMHHUKH
JOJDKEH TPOM3BOIUTBHCS B IMPHOPUTETE K OTEUYECTBEHHOMY, BHECEHHOro B EnuHBIN peecTp
POCCHIMCKMX MpOrpamMm Ui 3JI€KTPOHHBIX BBIYMCIUTENBHBIX MAllMH U 0a3 JAaHHbIX. B ciydae
OTCYTCTBHMsI aHaimora B EauHOM peecTpe pOCCHMHCKHX TIpOrpamMM i JIEKTPOHHBIX
BBIUHMCIUTENBHBIX MAlIMH W 0a3 JaHHBIX JOIMYCKAeTCs HCIOJIb30BaTh IPOrPaMMHOTO
obecriedeHrne UMIIOPTHOTO MTPOU3BOJICTBA.

Hcnonb3oBaHue cpeacTB KpUNTorpapuueckoi 3amursbl HHGOpMaAuu

Obecnieyenre 3amUThl  MHPOPMAIIMM  OTPAHUYEHHOTO JIOCTYNa OT  PaCKpBITHS,
Moau(UKaMK U HaBs3bIBaHUS (BBOAA JIOKHOM MH(pOpMaImu) mpu ee nepeaave (MOATOTOBKE K
nepegaye) MO KaHajaM CBSI3M, KMEIOIIUM BBIXOJ 3a TMIpeleibl KOHTPOIUPYEMOW 30HBI
o0ecrieqnBaeTcsi MPUMEHEHUEM CPEJCTB KPUIITOTpapHUECKOi 3aIUTHl HHPOPMAIUH.

[Tpuobperenue cpenctB kpunrorpaguueckoil 3amuThl HHPopManuu [loTUKIHHUKI
OCYIECTBIISIETCS. HA OCHOBAHWH JOTOBOPOB U KOHTPAKTOB C JIMIIAMH UMEIOIINMHU JICHCTBYIOITYIO
munen3uto ®Cb Poccun Ha OCYIECTBIEHHE AEATEIBHOCTH MO pa3pabdoTKe, MPOU3BOJICTRY,
pacrpocTpaHeHUI0 MUPPOBAIBHBIX (KPUITOTpaQUUECKUX) CpeACTB, HHOOPMAIIMOHHBIX CUCTEM
U TEINEKOMMYHHUKAIlMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJNb30BaHWEM MIHU(PPOBATHHBIX
(kpunTorpauuecKux) CpeACTB, BHITOTHEHUIO Pa0OT, OKa3aHUIO YCIYT B 00JacTH MHU(PPOBAHHA
nH(pOpMaIUU, TEXHUYECKOMY OOCITY)KHMBAaHUIO MIH(PPOBATBHBIX (KpUNTOrpaduyecKux) CpeCTB,
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MHPOPMAIIMOHHBIX ~ CHUCTEM U  TEJICKOMMYHUKAIMOHHBIX  CHCTEM,  3alMIICHHBIX  C
UCTOJIB30BaHHEM IMIHM(POBANBHBIX (KpUOTOrpapUuecKux) CpeACTB (3a MCKIIOUEHHEM cilydas,
€CIi  TEeXHHYECKOe OOCITy)KMBaHHME MMHPPOBATBHBIX  (KpUOTOTpapUUECKUX)  CPEICTB,
MHPOPMALIMOHHBIX ~ CHUCTEM U TEJIEKOMMYHUKAIMOHHBIX  CHCTEM,  3allMIICHHBIX C
UCTIOJI30BAaHUEM IMU(PPOBATBHBIX  (KpUOTOTPAaQUUECKUX) CPEICTB, OCYIIECTBISETCS s
obecriedeHUs  COOCTBEHHBIX  HYXJ  IOPHIMYECKOrOo  JHMIA WIM  HWHAMBHUIYAJIbHOTO
IpeIIpUHUMATENS).

B nensx opranuzanuu u obecneyeHMM mepenadyd MHGOpMalMU MO KaHajdaM CBS3U C
UCTIOJIb30BAaHUEM CPENICTB KPUNTOTpapUUecKoll 3amuThl MHPOPMAIUH, a TaK)Xe BBITIOTHEHUS
muueH3noHHbIX TpeboBaHuil PCB Poccum B IlonukimHuke AOMKEH OBITH CO3JaH OpraH
KpUNITOrpaduyecKoi 3amuThl.

[TopraneHble pemieHus [lOMUMKIMHUKKA € BO3MOXHOCTBIO JOCTyIa C ceTei o0lero
MI0JIb30BaHUS JIOJDKHBI B IIPUOPUTETE pa3padaThIBaThCsi C OpraHM3alMed 3allMIEeHHOro KaHaja
nocpenctsoM npotokoia TLS ¢ mogaepsxkoi anropurmoB 'OCT 34.10.

Hcnosib3oBaHue 31eKTPOHHOM MOYTHI

ONeKTpOHHas Mo4YTa JOJKHA HMCIMONb30BaThCsl B IIOMMKIIMHUKE C LEIbI0 OpraHU3aIlUU
oOMeHa AIIEKTPOHHBIMU COOOIICHUSAMHU MEXIy paOOTHHKaMU U CyOBeKTaMH MH()OPMAIIMOHHON
0€301MacHOCTH.

[Ipu ncnonb30BaHUM 3IEKTPOHHOM ITOYTHI 3aIIPEIACTC:

oOMeH wuH(popManuel i1 CciaykeOHOro TIOJIb30BaHMA, a Takxke HHpopMaluen
OTPaHUYEHHOTO JIOCTYTIA;

NpeAOoCTaBIeHNE JOCTyNa K 3JIEKTPOHHOM MOdYTe € MCHOJIb30BAaHUEM JAHHBIX CBOEH
YYETHOH 3aIiCH TPETHHM JIHIIAM;

myOJIMKalKs CBOETO CITy>KEOHOTO ajipeca JIeKTPOHHON MOYTHI B 3JIEKTPOHHBIX KaTajlorax,
Ha TIOMCKOBBIX MAalllMHaX M JPYTUX pecypcax cetu MHTEepHET B LeNsX, HE CBS3aHHBIX C
UCTIOJIHEHHEM CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEHH;

NOANHKCKA TI0 D3JEKTPOHHOM TMOYTE Ha pAa3NUYHbIE PEKJIAMHBIE MaTepUabl, JHCTHI
pPacChUIKH, 3JIEKTPOHHBIE JKypHaJlbl M T.J., HE CBSI3aHHbIC C BBIIOJIHEHUEM I10JIb30BATENIEM
JIOJDKHOCTHBIX 00SI3aHHOCTEI;

OTKpPBITHE (3aIlyCK Ha BBINOJIHEHNUE) (DaiiIoB, MOMyUYEHHBIX MO AIEKTPOHHOM MOUTE UIIH U3
pecypcoB cetn MHTepHeT, 6e3 mpeaBapuTeNbHON MPOBEPKH UX AaHTUBUPYCHBIM MPOTPAMMHBIM
o0ecrieueHueM.

Pa0ora B ceTsix 00111€r0 MOJIBL30BAHUSA

[TonuknuHMKa OCTaBIseT 3a COOON mMpaBO OJIOKMPOBAaTH WM OrPAaHUYUBATH JOCTYI
paGOTHI/IKaM K CCTIAM CBA3U O6HIGFO II0JIB30BaHUsA, B TOM 4YHUCJIC CCTH I/IHTepHeT, COACPIKAHUC
KOTOPHIX HE HMMEET OTHOUICHHS] K HCIOJIHEHHWIO JOJDKHOCTHBIX OOf3aHHOCTEH, a TaKXke K
MHPOPMAIIMOHHBIM ~ pecypcaM, COJAEpXaHWE U HaNpaBICHHOCTh KOTOPBIX  3allpelieHbI
3aKoHO/aTenbCTBOM Poccuiickoii @eaepannu.

Nudopmarus o moceniaeMpix paboTHUKaMu [LoMHKITHHUKY WHPOPMAITMOHHBIX PECypCOB
MPOTOKONUPYETCSl JUIsl TOCHEYIONIEro aHauu3a M, NpU HEOoOXOAMMOCTH, MOXET OBITh
MIPEACTABICHA PYKOBOAMUTENAM CTPYKTYPHBIX TIIOAPA3ACIICHUNM, a TaKXe PpPyKOBOLUTEIIO
[TonMKIMHUKA 7151 KOHTPOJIA.

IIpu ncnonb3oBannu cetu MHTEPHET 3aMpeiieHo:

UCIIOJIb30BaTh NpenocTaBieHHbI [lonuknnHukoi goctyn B ceTh WHTEpHET B JMYHBIX
LemsX;

HCIIOJIb30BaTh HECAHKI[MOHMPOBAHHBIE IPOTPaMMHBIE M  MPOTrPaMMHO-AINIAPATHBIE
CPEICTBA, ITO3BOJISIOLINE NIOJYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYyN K ceTu VIHTepHeT;
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nyOJIMKOBaTh, 3arpykaTh M paclpoCTpPaHATh MaTepHalibl COAEpIKalllie HEI0CTOBEPHYIO
unpopmaruio o [lonuknunuke, a Takke danbcuduimrponars cBoitl [P-aapec.

PeaepBﬂoe KOIMUPOBAHUE U BOCCTAHOBJICHUE TAHHBIX

Ocy1ecTBiIeHHEe Pe3epPBHOTO KOMMMPOBAHUS JOHKHO OCYIIECTBISATHCS IS

uHpopMmaruu oOpabareiBaeMOll Ha (ail;loBOM cepBepe U cepBepe NPUIIOKCHHI,
MH(GOPMAIIMOHHOMN CHCTEMBI;

pabounx MecT aAMMHUCTPATOPOB HH(OOPMAIIMOHHON CUCTEMBI.

YacTora U pexuM pe3epBHOTO KOMMMPOBAHMS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4TOOBI
O6€CH€‘II/ITI> MHUHHUMAJIbHYIO MOTCPIO JAaHHBIX U ONICPATUBHOC BOCCTAHOBJICHUC.

Hactpoiika pe3epBHOrO KONMHUPOBAHUS U BOCCTAHOBIIEHHUS PECYPCOB MH(DOPMALMOHHBIX
cucteM IlonukInHUKHN AOJIKHBI IMTPOBOAUTH YITOTHOMOYCHHBIC pa6OTHI/IKI/I IomuKIMHUKA.

Pe3zepBHOE KOMHMpOBaHHE MAODKHO OCYIIECTBISTHCS B aBTOMATHYECKOM PEXHME C
MPUMEHEHUEM OTEUECTBEHHOTO CICIHAIIM3UPOBAHHOTO CPEACTBA PE3EPBHOTO KOMUPOBAHUS C
JNEHCTBYIOIIMM CEepTU(PUKATOM COOTBETCTBHS MO TpeOOBaHUSM O€30MaCHOCTH HH(POpPMAINH
OCTIK Poccun.
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6. OCHOBHBIE TPEBOBAHUS K IPOIECCAM YIIPABJIEHUS
NH®OPMAIIMOHHOH BE3OIMTACHOCTBIO

MoHuTOprHT HHGOPMALMOHHOK 0e30IaACHOCTH

Ha  mocTosHHOW  OCHOBE  JIOJDKGH  TNPOBOJUTHCS  KOMIUICKCHBIM  aHAJM3
(GYHKIIMOHUPOBaHUS WH(GOPMAIMOHHON cHUCTeMbl [IOMMKIMHUKYA W BO3HHUKAIONINX COOBITHIA
nH(pOpMaITMOHHON 0€30MTaCHOCTH.

[Iporiecc MOHUTOPHUHTA CHCTEMBI O0CCTICUeHUS HHPOPMAIIMOHHOW 0€30TTaCHOCTH JIOJKEH
BKJIOUaTh B ce0sl KOHTPOJb OPraHU3alMOHHBIX W TEXHWYECKHX MEp MO 3alluTe WHPOpPMAIUH,
aHaJIN3 IMapaMeTpoB KOH(UTYpAITUN H HACTPOUKH CPEIICTB 3alTUTHl MHPOPMAIIHH.

[Ipu mpoBeeHUN KOHTPOJIBHBIX MEPOIPUSATHH, CBSI3aHHBIX C OIICHKOW peaau3alid Mep
mo 3amute wuHpopmanmu B [loNMMKIMHWKE, YIOTHOMOUYEHHBIC pPAOOTHUKH  JOJKHBI
MIPUICPKUBATHCS CIICTYIONINX TPUHIIUITOB:

HE HapymaTh (GyHKIIMOHUPOBAHKE JNCATSILHOCTH [[ONMUKINHUKY;

JICHCTBOBATh B COOTBETCTBHH C YTBEP)KACHHBIMU OPTraHH3aIIMOHHO-PACTIOPSTUTEIHHBIMH
nokyMeHTamMu [[OMHKIMHUKHY 110 3a1uTe HHPOPMAIUH;

HE CKpBIBaTh (DaKThI BBISIBICHHBIX COOBITHI MH(OPMAIIMOHHOM 0€30MacHOCTH;

OoQOpMIIATH OTYETHI, TOATBEPKAAIONINE BBIMOJHCHUE MEPONPUATHNA TIO 3aIlIuTe
nHpopmauu.

WNudopmarus, momydeHHass B XOJI€ MPOBEICHHUS KOHTPOIHPYIOIIUX MEPONPHUSITHNA O
JEUCTBUSX, COOBITUSAX M TIapamMeTpax, UMCIOIINX OTHOIICHHE K pealn3allid Mep IO 3alluTe
nH(pOpMAIUH, TOJKHA KOHCOTHIUPOBATLCS U XPAHUTHCSI B MECTaX, UCKITFOUAIOIIUX MOTy9ICHUE K
HEH HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

MOHUTOPUHT  JTAaHHBIX O  3apPETUCTPUPOBAHHBIX  COOBITUSX  HMH(DOPMAIMOHHON
0€30MacHOCTH JIOJDKEH TPOBOIUTHCS, 10 BO3MOXXHOCTH, C HCIIOJB30BAHUEM CHCTEMBI
MOHHTOPHHTA HHIIUACHTOB HH()OPMAIMOHHONW OE30MaCHOCTH WJIHM BCTPOSHHBIX MEXaHH3MOB
HACTPOWKH W aylAuTa COOBITHH B MPOTPAMMHBIX W TPOTPAMMHO-AINIAPaTHBIX CPEICTBAX,
UCTIOIB3yEeMBIX B MH()OPMAITMOHHON HHPpacTpykType [TomTuKInHIKY.

YupasiieHue pucKkaMu

Omnpenenenue BHYTpEeHHHX TpeOoBaHMH 1O  3ammre HWHGOpPMAIMH, JIOJHKHEI
OCHOBBIBaTbCA Ha peE3ynbTaTax MPOBENCHUS aHAIN3a PHUCKOB HApyLICHHs OCHOBHBIX CBOWCTB
0e30macHOCTH it MHPOPMAITHOHHBIX pecypcoB [ToNMMKIMHNUKH.

OCHOBOIi OLIEHKH PHCKOB JOJKHA OBITh OLIEHKA YCIOBHH M (DaKTOPOB, KOTOPBIE MOTYT
CTaTb TPUYMHOM HApPyIIEHHS LEJOCTHOCTH, KOH(UIEHIMAIBHOCTH U JOCTYHMHOCTU JUIS
MH(POPMALMOHHBIX pecypcoB I10MMKINHUKH.

PesynbraroM npoBeseHUs aHAIM3a PUCKOB JOJDKEH OBITh Pa3paOOTaHHBIM KOMILJIEKC Mep,
HaIpPaBICHHBIX HA CHWKCHHE BO3MOKHOI'O HETaTUBHOIO BIMSHMS Ha OCHOBHYIO JEATEIbHOCTD
[ToNMKIMHUKK TIpU peanu3aldd TOW WM HMHOH yrpo3bl Oe30macHOCTH HH(OpManuu |
o0ecrneunBaoMX B JajlbHEHIIEM JOCTAaTOUHBIH YPOBEHb 3ALIUIIEHHOCTH HWH(POPMALMOHHBIX
cucrteM [lonmuKnMHUKA.

YupasiieHue HHIMIEHTAMH HHGOPMAIIHOHHOI 0€30NACHOCTH

Hns  obecnieyerns dS((GEKTUBHOTO pas3pelieHus HHIUACHTOB HH(OPMAIMOHHON
Oe3omacHocTH B [loNMKIMHMKE, MUHUMHU3AIMU MTOTEPh M YMEHBIUICHUS PHCKAa BO3HHUKHOBEHUS
MOBTOPHBIX ~ WHIUACHTOB  JOJDKHO  OCYHIECTBISTHCS ~ YIpPABICHHWE  WHIMICHTAMHU
nH(pOpMaITMOHHON O€30TTaCHOCTH.

Jnist ynpaBieHusi MHIMIEHTaMU HH(OPMAIIMOHHOHN 0€30MacHOCTH JI0JIKHA OBITH CO3/1aHa
cmyx0a MOHHTOPHHIa W pPEarupoBaHMS HA WHIMICHTH HMH(MOPMAIIMOHHOW O€30MacHOCTH,
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KOTOpasi TOCPEACTBOM KOMILIEKCA CPEACTB M MEpONpUATUH Uil cOopa M KOHCOJIUJALNU
uHpopMaluy 00 MHIMJCHTAX pellaeT JaHHYI0 3ajady. B OTHOIIEHNH Ka)K0ro MpOU30LIe IIero
WHIUJIEHTa pPAOOTHUKAMH U3 CIYy)KObI MOHHMTOPHMHTAa W pEardpoBaHUsS Ha WHIMJICHTHI
MHPOPMALIMOHHOW  0€30IIaCHOCTH  JIOJDKEH BBINOJHATBCS €ro  aHaluu3, M pa3paboTka
3¢ PEeKTUBHBIX MEep pearupoBaHus HA JAHHBIA UHIIUJICHT.

AynuT cucTemMbl o0ecriedeHusi UH(POPMALMOHHOM 0€30MaCHOCTH

B nensx oneHku Tekymniero ypoBHs HHGOpMalMOHHON Oe3onmacHOCTH [lonmuknuHuKM Ha
PEryIasipHON OCHOBE JAOJKEH MPOBOJUTHCS aynUT HHGOPMAIIMOHHOM 0€30MacHOCTH.

BHyTpeHHHE ayquThl JOJDKHBI BBITIOMHATHCS padoTHuKamu [lomwknmauku. B gucio
3aja4, pelaeMbIX MpU MPOBEICHUH BHYTPEHHHX ayIuTOB HMH(OpPMALMOHHOW O€30MacHOCTH,
BXOJIAIT:

cOOp U aHallM3 UCXOJHBIX JAHHBIX 00 OpraHU3aIMOHHON U (YHKIIMOHAIBHON CTPYKTYpe
WH(POPMAITMOHHBIX CHUCTEM, HEOOXOTUMBIX JIJIi OIEGHKH COCTOSHHUS CHCTEMBI 3alllHThHI
nHpopmaruy;

aHaJM3 YTBEP)KACHHBIX OPTraHU3aIMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB I10 3allUTe
uHbOpMaIIMU HAa TMpeIMeT HX MOMHOTHI U 3(PQPEeKTUBHOCTH, a Takke QOopMHUpPOBaHHE
PEKOMEHIAN IO X J0pa0dOTKe UM Pa3padOTKU HOBBIX;

o6ocHOBaHME (UHAHCOBOH A(P(HEKTUBHOCTH BHOBBH NMPHOOPETAEMBIX CPEICTB 3aIUTHI
uHpOpMaIuH;

npoBepKa TMPaBWIBHOCTH BBIOOpa M HACTPOWKH CpPEJCTB 3aIllMThl HMH(OpMaluHy,
(dbopMHpOBaHUE MPEITIOKEHUH 10 MCTIONB30BAHUI0 UMEIOIIUXCS CPECTB 3aIIUTHl HHPOPMAITUH
JUIS TIOBBIINICHUS YPOBHA HaA&KHOCTH M 0Oe30macHOCTH HMH(OPMALMOHHBIX  CHCTEM
IlonukIuHUKY,

aHaJIKU3 OTYETOB MO MPOU3OLICAIINM HHIUACHTAM HH(POPMAIIMOHHOW 0e30MacHOCTH U
MIPUHSITEIM MEepaM TI0 UX pa3pelIeHuIo.

IloBbIIEHHE OCBETOMJIEHHOCTH paﬁoTHl/lKOB

B pamkax opraHm3anuu KOMIUIEKCHOTO TIPOTHBOJCHCTBUS Yrpo3aMm 0e30MacHOCTH
uH(pOpMaLNH, UCXOAAIIMM OT PaOOTHUKOB [IOMMKIMHUKN JOJKHA MOCTOSHHO TMOBBIIIATHCS WX
OCBEJJIOMJICHHOCTh B O0JIaCTH 3alIUTHI HH(POPMALIUH.

[ToBbIIIIEHNE OCBEIOMICHHOCTH paOOTHUKOB [TOMMKIMHUKHN OCYIIECTBISETCS:

o CymeCTBYIOIIUM B ITonuknuHUKE OpraHnu3alluOHHO-PACIIOPAAUTCIIBHBIM JOKYMCHTAM;

10 MpUMeHseMbIM B [lomMKIMHIKE MepaM 3aIuThl HHPOPMAIINY;

110 MPaBHUJIIbHOMY HCIIOJIB30BaHUIO CPCACTB 3all[UThI I/IH(i)OpMaIII/II/I.
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7. BAK/IIOYEHUE

[Ipn m3MeHenun neicTByrolero 3akoHoaarenbersa Poccuiickoit denepannu B obnactu
3amMThl  MHQOpManMM, a TaKkke OpraHU3alMOHHO-PACHOPSIUTENbHBIX  JIOKYMEHTOB
[lonmuknuauky, Hactosmas IlomuThka W WM3MEHEHUs K HEH NPUMEHSIOTCS B YacTH, HE
IIPOTUBOpEYALIC BHOBb IIPUHATHIM 3aKOHOAATEJIBHBIM M MHBIM HOPMATUBHBIM aKTaM, a TaKXkKe
BHYTPEHHUM J0KyMeHTaM [loNuKInHuKY.

Bce TtpeGoBaHMs, yCTaHOBJIEHHBIE MACHCTBYIOIIMM 3aKOHOJATENbCTBOM Poccuiickoit
@denepanyy, MOJ3AKOHHBIMU aKTaMU W JIOTOBOPHBIMU OTHOILIEHUSIMU, a TaKXe IOAX0J]
[TonuKJINHUKKM K OOECNEYEHUI0 COOTBETCTBHMS ITHM TpPEOOBAaHUSAM JOJKHBI OBbITh SIBHBIM
00pa3oM oTmpeieeHbl, JOKyMEHTHPOBAHBI U TIOIJICPKUBATHCS B aKTyaTbHOM COCTOSIHUU.

[TonuknuHMKa B NPUOPUTETHOM HAIPABICHUM JOJDKEH PacCMaTpUBaThCs IEPEXO] Ha
IIPOrPaMMHOT0 00€CIeYeHHE OTEYECTBEHHOIO IIPOU3BOANUTENS], BKIFOUEHHOTO B €IMHBIN peecTp
POCCUICKUX MPOTrpaMM ISl SJIEKTPOHHBIX BBIYMCIUTEIbHBIX MAIlIMH U 0a3 1aHHBIX. B TOM uncne
M0 YacTH CEPBEPHOT0, KOMMYTALMOHHOTO O0OpPYIOBaHMS W MPOTPAMMHO-ANIAPaTHBIX CPEJICTB,
BKJIIOYEHHBIX B ENUHBIN peecTp pOCCUICKON PaINO3IEKTPOHHON MPOLYKIIMH.

[IepecMOoTp M BHECEHHME HM3MEHEHUM B HacTOAIyX [lOMMTHKY OCYIIECTBIAIOTCS Ha
MEPUOINYECKON U BHEIUIAHOBOM OCHOBE.
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8. CIIUCOK UCHTIOJIb3OBAHHBIX HCTOYHUKOB

1. denepanbhblii 3aKkoH 0T 27.07.2006 Ne 149-®3 «O0 nnpopmanuu, nHGOPMAIMOHHBIX
TEXHOJIOTHUSIX U O 3alIUTe HHOOPMALIUN).

2. ®enepanbhblil 3akoH 0T 06.04.2011 Ne 63-D3 «O0 31€KTPOHHON MOJTUCHY.

3. ITocranoBnenue IlpaBurenscrBa Poccuiickoit denepanuu ot 16.04.2012 Ne 313 «O6
yTBepkAeHUH [lomokeHus: 0 JUIEH3UPOBAaHUU JIEATENbHOCTU MO pa3padOTKe, MPOU3BOJICTBY,
pacrnpocTpaHeHnto mupoBaIbHBIX (KpUNITOrpapuuecKnX) CpeacTB, UHOOPMALIMOHHBIX CUCTEM
U TEIEKOMMYHUKALlMOHHBIX CHCTEM, 3alllMIICHHbIX C MCIOJIb30BaHUEM MIU(PPOBATBHBIX
(kpunTorpaduYeCcKux) CpPeICTB, BBHITIOJHCHUIO padoT, OKa3aHUIO YCIYyT B o0nacT mudpoBaHus
MHPOPMAIIUH, TEXHUYECKOMY OOCITYyKHBAaHHUIO MHU(POBATBHBIX (KpUNTOrpauIeCcKHX) CPE/CTB,
MHOOPMAIIMOHHBIX  CHUCTEM U  TEJIEKOMMYHHUKAIIMOHHBIX  CHUCTEM,  3alllUIIEHHBIX C
UCTIOJIb30BaHNEM IMM(POBATBHBIX (KpUNTOTpapruecKnux) CPeACTB (3a MCKIIOUECHHEM Clrydas,
€CIM  TeXHHYeckoe oOchmykuBaHWe MU(PPOBaIBHBIX  (KpUNTOTpa)UUECKUX)  CPEACTB,
MHPOPMAIMOHHBIX ~ CHUCTEM U  TEJICKOMMYHUKAIMOHHBIX  CHCTEM,  3alMIICHHBIX C
UCIOJb30BaHUEM MIH(PPOBANBHBIX (KPUNTOTpapUUECKUX) CpPEACTB, OCYIIECTBISETCS IS
oOecriedeHUsT  COOCTBEHHBIX  HYXKI  IOPHIMYECKOTO  JIMIAa WIA  WHAWBHIYaJTbHOTO
MPEIPUHUMATEIIS ).

4. Ilocranosnenue IIpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119 «O6
YTBEPKACHUM TpeOOBaHMU K 3all[UTe TNEPCOHANBHBIX JaHHBIX MpH HX 00paboTke B
MH(POPMAITMOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX).

5. Tlpukaz DAIICHU ot 13.06.2001 Ne 152 «OO6 yrtBepx)aenun WHCTpykiuu 00
OpraHu3ali ¥ OOECI€YeHUH Oe30MacHOCTH XpaHEeHHs, 0OpabOTKM WM Tepenadd Mo KaHajiam
CBSI3U C UCTOJIB30BAHUEM CPEACTB KpUNTOrpaduyeckon 3amuThl HHGOPMAIUHN C OTPaHHYEHHBIM
JOCTYIIOM, HE COJIEprKallleil CBEIEHUI, COCTABIISIFOIIMX TOCY/IapPCTBEHHYIO TallHY».

6. Ilpukaz ®CBb Poccum ot 09.02.2005 Ne 66 «O06 yrtBepkaenun IlomoxeHuss o
pa3zpaboTke, MIPOU3BOJICTBE, peanuzaiuu u AKCILTyaTaluu I POBATBHBIX
(kpunTorpadudecknx) cpencts 3ammuTbl nHGopMaruu (ITonoxernue ITK3-2005)».

7. Ipuxaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO yTBepkIeHUM TpeOOBaHUN O
3amuTe WHGOpMAIMM, HE COCTABIAIOIIEH TOCYJapCTBEHHYIO TaliHy, cojaepiKaileics B
rOCYIapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX).

8. Tlpukaz DPCTOK Poccum ot 18.02.2013 Ne 21 «OO yTBepKIEHHH COCTaBa M
COZIEp)KaHUsl OPTaHU3AIMOHHBIX M TEXHHYECKHMX Mep MO0 OOECIEYeHHI0 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX MPH HUX 00paboTke B MHPOPMAIMOHHBIX CHCTEMax IEePCOHATBHBIX
JTAHHBIXY.

9. Ilpukaz ®CBH Poccum ot 10.07.2014 Ne 378 «O6 yrtBepxkaeHuu CocraBa u
COIEp)KaHUsl OPTaHU3AIMOHHBIX M TEXHWYECKHMX Mep MO0 OOECIEYeHHI0 0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX MPH HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMax IEePCOHATbHBIX
JAHHBIX C MCIIOJIB30BAHUEM CPEACTB KPUNITOrpadUuecKoi 3auThl HHYOPMAIMU, HEOOXOIUMBIX
JUIS BBITIOMHEHUS ycTaHOBIeHHbIX [IpaButensctBoMm Poccuiickoit ®@exepanun TpeGoBaHM K
3alUTe MEPCOHAIBHBIX JaHHBIX JJI KaXJ10T0 U3 YPOBHEH 3alllUIIIEHHOCTHY.

10. TOCT P 51624-2000 «3ammra wHbOpManmu. ABTOMaTH3UPOBAHHBIC CHUCTEMBI B
3alUIIEHHOM HcTosiHeHnHU. OO01e TpeOOBaHus.

11. TOCT P 51898-2002 «AcnekTsl 6e3omacHocTd. [IpaBuia BKIIIOYEHUS B CTAHIAPTHD).

12. TOCT P 50.1.056-2005 «Texuuueckas 3ammra uHpopmaruu. OCHOBHBIE TEPMUHBI H
OTIpE/ICTICHUSI.

13. TOCT P HUCO/MBK 27001-2006 «HubopmanmroHHas TexHOJOTHS. MeTonsl H
cpenctBa  OezomacHocTd. CHcTeMBl  MEHEDKMEHTa  HH(OPMAlMOHHON  0€30MacHOCTH.
TpeboBanus.

14. TOCT P 50922-2006 «3amurta napopmaiuu. OCHOBHbBIC TEPMUHBI U OTIPEACIICHHUS.

15. TOCT P 51275-2006 «3ammra nnpopmanuu. O0bekt nHpopmaruzanun. DakTopsl,
BO37eicTByrONIME HAa HHPopMaIuio. OOIIe MOIOKEHUS.
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16. TOCT P UCO/MDBK TO 13335-5-2006 «MudopmarrionHast TexHOIOrHsI. MeToabl 1
cpenctBa obecriedeHus: 6e3onmacHOCTH. YacTh 5. PyKOBOACTBO MO MEHEIKMEHTY 0€30MacHOCTH
CceTh.

17. TOCT P HCO/TO 13569-2007 «duHAHCOBBIC YCIYrd. PexkoMeHIanum 110
MH(POPMAITMOHHOW 0E30MTaCHOCTH.

18. TOCT P MCO/MBK 27005-2010 «MudbopmanroHHass TEXHOJOTHsA. MeTombl H
cpencTBa obecriedeHus 0€30macHOCTH. MEeHEKMEHT prucka HH()OPMAITMOHHON 0€30MacCHOCTH.

19. TOCT P MUCO/MBK 27004-2021 «HMudbopmanroHHass TEXHOJOTHsA. MeTombl H
cpeactBa obecrieueHus 0Oe30macHOCTH. MeEHeKMEHT WH(POPMALMOHHON 0e30MacHOCTH.
MOHHUTOPUHT, OIICHKA 3aIUIIIEHHOCTH, aHAIN3 U OIICHUBAHUEY.

20.T'OCT P 51897-2021 «MenemxkMeHT pucka. TepMUHBI U ONIPENETICHUS.

21. TOCT P 52069.0-2013 «3ammra uadopmarmu. Cucrtema cranmaaptoB. OCHOBHBIC
ITOJIOXKCHUS .

22. Konmermuwmst wuHpOpMArMOHHOW  0E€30MAaCHOCTH  HCIIONHHUTEIBHBIX  OPraHoOB
rocynapctBeHHoi Binactu Cankr-IlerepOypra ot 20.02.2023.
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